
aaosnow.org   December 2014   AAOS Now

The Health Insurance Portabil-
ity and Accountability Act 
(HIPAA) Omnibus rule went 

into effect in September 2013. As 
2015 approaches, orthopaedic 
practices can expect the Office of 
Civil Rights (OCR) in the Depart-
ment of Health and Human Ser-
vices to increase its random audit 
program. 

The 2013 rule expanded the 
penalties for privacy and security 
breaches identified during audits. 
One area of interest for the audit 
program is determining whether 
a medical practice has adopted 
policies and procedures that define 
a compliance program. Without 
these policies and procedures, no 
compliance program exists. 

“Developing a compliance pro-
gram is critically important for 
each orthopaedic practice. Such a 
program needs to include policies 
dealing with any technology that 
stores or transmits patient data, 
including photocopy and fax ma-
chines. Policies regarding business 
associates are also needed,” noted 
John Cherf, MD, MBA, MPH, the 
chair of the AAOS Practice Man-
agement Committee.

Table 1 shows the fines that can 
be levied per incident under the 
final Omnibus rule for the four 

main types of HIPAA violations. 
For example, if an audit identified 
a violation, even if the practice 
was unaware that it had violated 
HIPAA laws, the practice could be 
fined up to $50,000 per incident. 
Fines for reasonable cause may be 
assessed if the practice has taken 
some steps, but neglected to ad-
dress any problems. For example, 
a practice may have conducted a 
gap analysis, but not corrected an 
identified problem. The violation 
is due to reasonable cause and not 
willful neglect. 

“Willful neglect, corrected” 
means that the practice has clearly 
ignored the HIPAA law but has 
corrected its mistake within the 
given amount of time. The second 
type of willful neglect occurs when 
a practice ignores the HIPAA law 
and does not correct its mistake.

Fines can be assessed for multiple 
violations under any of these cat-
egories with a maximum fine of up 
to $1.5 million per violation  
per year.

“Lost or stolen laptops are a 
major cause of data breaches. Any 
portable device with stored data, 
including memory sticks, should be 
addressed in the practice’s policies 
and procedures. It does not matter 
if the data are encrypted. Prac-

tices need to have these policies in 
place,” said Dr. Cherf. 

Security risk analysis
It is also important that practices 
document conducting an annual 
security risk analysis. This docu-
mentation is likely to be a focus of 
many audits because many prac-
tices failed this measure during the 
2012 pilot random audit program, 
according to the OCR. A security 
risk analysis includes the following 
areas:
• data access management 
• patient access to health records 
• security incident procedures 
• contingency planning
• audit controls
• notice of privacy practices 
• movement and destruction of 

protected health information
Practice documentation also 

needs to include the name of the 
security or HIPAA officer. In addi-
tion, a practice’s business associ-
ates are subject to audit. Orthopae-
dic practices need to ask business 
associates for documentation of 
their security risk analysis.

On-site audits
OCR will conduct two types of 
audits. In a desk audit, the practice 
will be requested to submit detailed 

reports for review. An on-site audit 
is a more comprehensive review, 
likely focusing on data transmis-
sion security and encryption of 
stored data. 

Staff training is another impor-
tant item of interest to OCR. Prac-
tices must document staff train-
ing in HIPAA requirements and 
practice policies and procedures. 
Dr. Cherf recommends updating 
HIPAA-based policies and proce-
dures every three years. 

The Omnibus rule authorizes 
criminal penalties for HIPAA vio-
lations, including both fines and 
incarceration, enforced by the 
Department of Justice. Both the 
orthopaedic surgeon and the prac-
tice staff can be found culpable for 
a data breach under the rule. For 
more information on managing 
patient privacy under HIPAA, visit 
the online AAOS Practice Man-
agement Center at www.aaos.org/
pracman   

Howard Mevis is the director of 
electronic media, evaluation programs, 
course operations & practice 
management. He can be reached at 
mevis@aaos.org

Coming Soon: Random Audits 
for HIPAA Omnibus Rule 
● HOWARD MEVIS

31Managing Your Practice

TABLE 1: PER-INCIDENT FINES

Type of Neglect Fine

Did Not Know $100 to $50,000

Reasonable Cause $1,000 to $50,000

Willful Neglect $10,000 to $50,000 
Corrected

Willful Neglect Not $50,000 
Corrected

What You Should Know About Audits

The Centers for Medicare & 
Medicaid Services (CMS) has 
intensified its Medicare audit 

programs in various jurisdictions 
across the country. Three types of 
audits can occur: Comprehensive 
Error Rate Testing (CERT), Recov-
ery Audit Contractor (RAC), and 
Zone Program Integrity Contrac-
tors (ZPIC) audits. 

Here are some key facts ortho-
paedic practices should understand 
about Medicare audits.

Not all audits are the same
Each of the three types of audits is 
looking at something different.
• CERT audits are designed to 

measure the number of improp-
erly paid claims so that Medicare 
can determine its improper pay-
ment rate. 

• RAC audits are designed to de-
tect and correct past improper 

payments so that CMS and 
other insurance carriers, fiscal 
intermediaries, and Medicare 
Administrative Contractors can 
implement actions to stop future 
improper payments. 

• ZPIC audits are responsible for 
detecting and deterring fraud, 
waste and abuse across all claim 
types. 
It is important to respond quickly 

to an audit request. Audit requests 
allow 45 calendar days from the 
date of the audit letter for practices 
to submit either a request for an 
extension or the records requested. 

If you receive an audit letter…
If a practice receives an audit letter, 
it should take the following steps 
in responding to the request:  
• Determine which type of audit 

request has been received.
• Immediately send a “statement 

of opportunity to rebuttal.” 
Practices have only 15 days from 
the date on the audit letter (not 
the date you receive the letter) to 
request this opportunity, so don’t 
delay.

• Request an extension.
• Alert the practice attorney.
• Review documentation and 

begin to build a defense, citing 
CMS 1995/1997 documentation 
guidelines, the Medicare Claims 
Processing Manual, ICD-9/ICD-
10, and CPT coding guidelines.

• Review all charts before submit-
ting them to the carrier. Be cer-
tain that everything that could 
support your claim is included.

• Send documentation with a 
‘return receipt requested.’ This 
proves evidences of delivery and 
the date delivered.

• Only send documentation for the 
dates of service requested.

• Appeal the findings of the audit. 
Complete a CMS Redetermina-
tion form and submit it to the 
CMS intermediary. (Five levels of 
appeal are available.)

• Implement corrective action.
The request for documentation 

received can be vague, and it may 
be difficult to determine which type 
of audit is being conducted. The 
American Hospital Association has 
sample demand letters on its web-
site (www.aha.org) that can help 
practices determine which entity 
(CERT, RAC, or ZPIC) is request-
ing the audit.    

For more information, see the online 
version of this article, available at  
www.aaosnow.org
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