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When was the last time your 
practice performed a se-
curity and risk assessment 

(SRA)? If you don’t know, ask your 
practice executive. If your practice 
executive doesn’t know, chances 
are you need to conduct one—and 
soon.

An estimated one third of solo 
and group medical practices have 
not conducted an SRA, which puts 
them at risk for substantial fines. 
You don’t want to be among them.

An SRA is a requirement that 
must be met to be compliant with 
the Health Insurance Portability 
and Accountability Act (HIPAA). 
Conducting this assessment also 
provides the required documenta-
tion needed to meet Meaningful 
Use Stage 2 Core Measure #9. 

What is an SRA?
Table 1 shows the basic steps in 
performing an SRA. HIPAA re-
quires that medical practices con-
duct SRAs that include, but are 
not limited to, the steps listed on 
a regular basis. A complete list of 
steps can be found in the AAOS 
HIPAA Security and Risk Assess-
ment Manual, available at www.
aaos.org/store

In addition to conducting an 
SRA, practices must also have 
a Business Associate Agreement 
(BAA) for each outside entity that 
has access to or receives protected 
health information. How many 
different BAAs does your practice 
have on file? If you don’t know, 
ask your practice executive for 
details including a listing of asso-
ciates under agreement and term 
(expiration date). 

BAAs are required to include the 
following information:
• business associates’ obligations
• protected health information al-

lowable disclosure requirements
• safeguards for protected health 

information to ensure against 
unauthorized disclosure

• protected health information 
usage and exceptions

• reporting requirements when 
protected health information is 
disclosed to another entity espe-
cially if there is a data breach

• documentation of business as-
sociates usage and disclosure of 
protected health information

• termination of agreement terms 
focusing on return and/or de-
struction of protected health 
information

• copies of agreements with busi-
ness associates’ subcontractors

Don’t risk a penalty
HIPAA violations are no longer 
focused on hospitals and ambula-
tory surgical centers. Small group 
and solo practices need to be pre-

pared for random HIPAA audits. 
As shown in Table 2, the fines can 
range from $100 per violation up 
to an annual maximum of  
$1.5 million.

The new AAOS HIPAA Secu-
rity and Risk Assessment Manual 
eBook includes a downloadable 
copy of the SRA tool, a sample 
BAA, HIPAA training syllabus, and 
much more. Following the guide-
lines in this eBook will ensure that 
you are meeting HIPAA Security 

Rule requirements and are compli-
ant in case of a HIPAA audit of 
your practice.   

A link to a sample letter informing a 
practice of an audit can be found in the 
online version of this article, available 
at www.aaosnow.org
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TABLE 1: HIPAA SECURITY RISK ASSESSMENT TASK LIST

Appoint a security officer/prepare and implement

Define security officer job responsibilities

Perform risk analysis

Determine whether computer system is capable of providing electronic audit trails/implement 
audit control policies and procedures

Develop workforce clearance procedures and means of implementing clearance requirements 
for employees who access electronic protected health information

Evaluate all policies and procedures periodically

Create workforce termination procedures

Implement sanction policy

TABLE 2: PENALTIES FOR HIPAA VIOLATIONS

HIPAA Violation Minimum Penalty Maximum Penalty

Individual did not know (and by exercis-
ing reasonable diligence would not have 
known) that he/she violated HIPAA

$100 per violation, with an annual maximum of $25,000 
for repeat violations (Note: Maximum that can be im-
posed by State Attorneys General regardless of the type 
of violation)

$50,000 per violation, with an annual 
maximum of $1.5 million

HIPAA violation due to reasonable cause 
and not due to willful neglect

$1,000 per violation, with an annual maximum of 
$100,000 for repeat violations

$50,000 per violation, with an annual 
maximum of $1.5 million

HIPAA violation due to willful neglect but 
violation is corrected within the required 
time period

$10,000 per violation, with an annual maximum of 
$250,000 for repeat violations

$50,000 per violation, with an annual 
maximum of $1.5 million

HIPAA violation due to willful neglect and 
not corrected

$50,000 per violation, with an annual maximum of  
$1.5 million

$50,000 per violation, with an annual 
maximum of $1.5 million

“Otherwise, you lose all credibility 
and bargaining positions.”

Understanding the other party’s 
value proposition is key to posi-
tioning a practice as the best choice 
to meet that proposition. “Identify-
ing how you can meet their needs 
sets you apart and enables you to 
ask for what you need,” he said. 
However, he noted, “Payers and 
employers do not appear ready for 
risk-based or population manage-
ment contracting. Orthopaedic 
practices will need to be patient 
and focus on gathering data and 

clinical information as they move 
toward these models.”

Mr. Schreiner identified the fol-
lowing ground rules as key points 
in any negotiation:
• Never negotiate lower rates than 

your largest commercial payer.
• Always include a 90-day termi-

nation clause “with or without 
cause.” This gives the practice 
the ability to force timely negoti-
ations or to drop out if the payer 
changes the rules.

• Always insist on Medicare guide-
lines for payment.

• Specify Medicare at a fixed time 
(ie, the last quarter of 2014), 
rather than accepting current 
Medicare rates. 
“Revenue sources are changing,” 

he concluded, “and the behaviors 
required to earn revenue will also 
need to change. Managing care will 
be as or more important than per-
forming services. As a result, phy-
sicians will be well-positioned to 
lead the transformation of health 
care, because neither hospitals nor 
payers manage care.”  

Information on the presenters’ 
potential conflicts of interest can be 
accessed electronically at www.aaos.
org/disclosure

Links to additional articles on the 
2015 AAOS Now forum can be found 
in the online version of this article, 
available at www.aaosnow.org
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