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Most physician practices are 
familiar with their obliga-
tion to protect a patient’s 

protected health information (PHI) 
under the privacy and security 
standards of the Health Insurance 
Portability and Accountability Act 
(HIPAA). Recently adopted new 
rules have changed some of the 
old understandings and require the 
identification and modification of 
certain policies. These new rules 
also will change the way practices 
handle events that may be con-
sidered a breach of the privacy or 
security rules, including the identi-
fication of what may be a report-
able breach. 

Most of the required changes in 
policies and procedures went into 
effect in March 2013, with some 
extended compliance dates. The 
last required change to be enforced 
relates to Business Associate Agree-
ments (BAA). 

Breach Notification Rule
Regulations published in January 
2013, known as the HIPAA Mega 
Rule, have changed how an entity 
determines whether a breach must 
be reported. Under the new rule, a 
breach is defined as the acquisition, 
use, or disclosure of unsecured PHI 
in violation of the Privacy Rule. 
Certain disclosures are not con-
sidered breaches; these include the 
following:
•	 an unintentional disclosure, in 

good faith, with no further use
•	 an inadvertent disclosure to a 

person who, by virtue of his or 
her job, would have access to the 
information (for example, the 
wrong file is passed to someone 
within the organization)

•	 the information cannot be  
retained 
Previously, a breach was only 

reportable if there was a “substan-
tial risk” of harm to the individual 
whose PHI was disclosed. Under 
the Mega Rule, any and all disclo-
sures of unsecured PHI are consid-
ered reportable unless the entity 
determines that there is a “low 
probability of compromise” of the 
data, based on a risk assessment. 

As a result, a practice must as-
sume that any unauthorized use or 
disclosure of PHI is a breach that 
must be reported. A risk assess-
ment must be made to determine 
if the practice must notify indi-
viduals, the federal Office of Civil 
Rights (OCR), and, in some cir-
cumstances, the press, based on the 
degree of probability that the PHI 

was compromised.
In performing the risk assess-

ment, the practice must consider at 
least the following factors: 
1.  the nature and extent of the PHI 

involved, including the types of 
identifiers and the likelihood of 
re-identification

2.  the unauthorized person who 
used the PHI or to whom the 
disclosure was made

3.  whether the PHI was actually 
acquired or viewed

4.  the extent to which the risk to 
the PHI has been mitigated

Fig. 1 depicts a decision tree that 
may be helpful for a practice to use 
in determining whether a disclo-
sure must be reported. 

Business Associates 
A Business Associate (BA) is an 
entity that creates, receives, main-
tains, or transmits PHI for or on 
behalf of a Covered Entity (CE) 
such as a physician or practice or 
another BA. Anything involving 
the creation, receipt, or mainte-
nance of transmission of PHI that a 
CE could do itself but has someone 
else do causes that other entity to 
be considered a BA of the CE. 

Types of entities that are consid-
ered BAs include subcontractors, 
health information exchanges, 
patient safety organizations, claims 
clearinghouses, billing vendors, 
shredding vendors, and system ven-
dors. A contractor that would have 
no reason to use PHI (janitorial or 
plumbing services) and transporta-
tion conduits such as Federal Ex-
press or the US Postal Service are 
not considered BAs. However, an 
Internet storage (cloud vendor) is 
considered to be a BA.

A major change enacted by the 
Mega Rule is that BAs are now 
subject to the same requirements 
and penalties as CEs. Addition-
ally, BAs must have a BAA with all 
subcontractors that have access to 
PHI. Those subcontractors of a BA 
are also considered BAs. 

Because these entities are now 
directly subject to HIPAA regu-
lations, all of the requirements 
imposed on CEs are applicable to 
BAs. These include the security 
rule, the breach notification rule, 
and the obligation to have BAAs 
with subcontractors. The penalties 
applicable to violations of the pri-
vacy and security rules now apply 
to BAs. 

By Sept. 23, 2014, all BAAs must 
be compliant with the Mega Rule. 
However, if a BAA is replaced, 

modified, or renewed between 
March 26, 2013, and Sept. 23, 
2014, the BAA must be replaced 
no later than the date of renewal or 
modification.

New penalties 
Penalties for violations of the Pri-
vacy Rule are in four tiers, based 
on the culpability of the entity 
violating the rules. These tiers have 
ranges of penalties, starting with a 
minimum of $100 to a maximum 
of $50,000 per violation. The pen-
alties apply on a per day basis. The 
annual maximum cap on penalties 
is $1.5 million. 

If it appears that the CE or BA 
exhibited willful neglect in causing 
the violation, the OCR is required 
to investigate the disclosure and 
must level penalties for the viola-
tion. “Willful Neglect” is the con-
scious, intentional failure or reck-
less indifference by the CE or BA 
to the obligation to comply with 
the rule that has been provided to 
protect the privacy of the PHI.

Genetic information 
The Genetic Information Nondis-
crimination Act (GINA) was signed 
into law on May 21, 2008. GINA 

protects individuals against dis-
crimination based on their genetic 
information in health coverage and 
in employment. The Mega Rule 
finalized regulations for GINA. 
GINA prevents all health plans 
that are subject to HIPAA from 
using genetic information in under-
writing. Long-term care insurers 
are not subject to GINA prohibi-
tions.

Providers are not responsible for 
ensuring that health plans use ge-
netic information correctly. How-
ever, genetic testing information 
requested from providers is subject 
to the minimum necessary rules.

Privacy notices 
The Mega Rule required changes 
to the Notices of Privacy Practices 
(NPP) that providers are required 
to provide to patients. All practices 
must update their NPP and HIPAA 
policies to reflect new individual 
rights and privacy practices. These 
include the following: 
•	 The NPP must list permitted or 

required uses or disclosures of 
PHI.

•	 The NPP can categorize uses that 
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• Was there acquisition, access, use, or disclosure of PHI in 
  violation of the Privacy Rule?
• If No, not a breach; document the incident and the 
  determination of  “not a breach.”
• If Yes, continue to Step 2.

• Was the information secured according to HHS guidance or 
  destroyed?
• If Yes, not a reportable breach; document the incident and 
  the determination of “not a reportable breach.”
• If No, continue to Step 3.

• Was the potential breach internal to your organization AND 
  unintentional, in good faith, with no further use, or 
  inadvertent and within job scope?
• If Yes, not a breach; document the incident and the 
  determination of “not a breach.”
 • If No, continue to Step 4.

• Is there any way the breached information can be retained?
• If No, not a breach; document the incident and the 
  determination of “not a breach.”
• If breached information may be retained in some way, 
  continue to Step 5.  

• You have a breach. Perform a risk assessment to see if 
  there is a “low probability of compromise.” If there is a low 
  probability of compromise, it is not reportable. If the 
  probability of compromise is not low, you MUST report.5

Fig. 1 Decision tree analysis for determining whether a disclosure of personal health information 
(Phi) is reportable as a breach.
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